Don’t get hooked —
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Phishing is currently one of the major IT-security problems

Phishing is a way to trick you into giving someone else your personal credentials —
passwords, user names, account numbers, security codes — via e-mail or web forms. The
stolen credentials will then be wrongfully used in various ways.

Phishing attempts often looks authentic — they might use the University logotype, a sender
name of “Administrator” or “Helpdesk”, and targeted information.

Remember! The University IT personnel will never ask for your password in an e-mail!

Possible warning signs:

» Questions regarding personal credentials:

your user name, password, credit card number, security codes ...
» Threats of negative consequences:

“Your account will be shut down / blocked / removed unless you immediately ...”
» Web links in e-mails, social media, instant messaging (chat programs):

Phishing links often go to very different places than they appear.

Be aware of possible risks before clicking on a link.

Protect yourself!

» Be aware that phishing attempts can look very authentic.

» Do not answer a suspected phishing attempt — instead forward the suspicious e-mail
or link to security@uu.se. You can also phone us at 018-471 75 60.

» Do not enter your credentials in a web form opened via an e-mail link, social media

or chat program.
» If you have questions, e-mail us at security@uu.se, or phone us at 018-471 75 60.

Did you know? The University has a basic information security course at
Medarbetarportalen (Employment — Kompetensutveckling — Internutbildning — Security
Courses). If you need information in English, please contact us.
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Fastna inte pa kroken —
Var uppmarksam!
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Natfiske ar ett av var tids storsta IT-sakerhetsproblem

Natfiske, engelskans ”“phishing”, ar ett satt att forsdka lura av dig personliga uppgifter —
I6senord, anvdandarnamn, kontonummer eller koder — via e-post eller webbformular.
Uppgifterna missbrukas sedan pa olika vis.

Natfiskeforsok ser ofta dkta ut — de kan ha universitets logotyp, avsdandare som
”Administrator” eller "Helpdesk” och riktad information.

Kom ihag! Universitetets IT-personal fragar aldrig efter ditt I6senord i e-post!

N3agra majliga varningstecken:

» Fragor om personlig information:

ditt anvandarnamn, l6ésenord, koder, kreditkortsnummer...
» Hot med negativa konsekvenser:

”Ditt konto kommer att stangas / lasas / tas bort om du inte genast...”
» Lankar i e-post, sociala medier, chattprogram:

Natfiskelankar gar ofta till helt andra stéllen én de ser ut att gora.

Var uppmarksam om mojliga risker innan du klickar pa en lank.

Skydda dig!

» Var medveten om att natfiskeférsok ofta ser dkta ut.

» Svara inte — skicka istallet det misstankta (e-post, lankadress) till security@uu.se eller
ring oss pa 018-471 75 60.

» Mata inte in dina uppgifter i webbformular som 6ppnats via e-postlankar, sociala

medier eller chattprogram.
» Om du har fragor, kontakta oss: security@uu.se eller 018-471 75 60.

Visste du att? Universitetet har en grundldggande informationssikerhetsutbildning i
Medarbetarportalen (Anstéallning — Kompetensutveckling — Internutbildning —
Sakerhetsfragor).
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